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GDPR and FATCA 

(and other administrative cooperation agreements) 

Rules for automatic exchange of information; Schrems II impact to 
EU candidate countries

Introduction

The GDPR 1 , as one of the European Union legal acts with the widest range, practices of the Eu-
ropean supervisory authorities, as well as the practice of the Court of Justice of the European 
Union (ECJ) draw a lot of attention both inside and outside of the European Union, especially in 
EU candidate countries such as the Republic of Serbia. In that fashion the Schrems II judgement 
2  has brought a lot of attention, caused numerous texts and analysis and opened discussions on 
worldwide impact of this judgement to transfer of personal data. 

On the other hand, it can be argued that in the last couple of years the taxation authorities of 
countries have given special attention to the automatic exchange of information related to taxa-
tion, with the aim to prevent the tax evasion and to increase the collection of taxes, both being the 
important interests of any country. 

The automatic exchange of information in this regard should be understood as exchange that 
occurs in a continuous manner and in a procedure, which is agreed in advance by the competent 
bodies, without the necessity and requirement that one of the parties requests from the other the 
administrative assistance.
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Purpose of this text is to analyse the application of the rules relevant for cross-border transfer of 
personal data, to the personal data exchanged by the countries pursuant to the international a
greements (bilateral or multilateral) on exchange of information related to taxation, such as the 
Convention on Mutual Administrative Assistance in Tax Matters 3  (the Convention) or the FATCA 
Agreement 4 . 

The emphasis in this text is given to the automatic exchange of information, which is the most sen-
sitive manner of exchange from the point of data protection, but the importance of such exchange 
for taxation should increase in the future. The text deals with exchange of data that is used for 
the purpose of collecting the taxes and not further use thereof in potential criminal proceedings 
and it analyses the EU laws and practice of the ECJ from the perspective of the Republic of Serbia 
which, as the EU candidate country, is not directly obliged by the EU legal acts nor by the practice 
of the ECJ.

For the Republic of Serbia this issue is one of current concern. The FATCA Agreement has become 
effective at the beginning of 2020 and the competent bodies of the Republic of Serbia and the 
United States should enter into an agreement pursuant to the article 3, para 6 of the FATCA Agree-
ment to regulate the automatic exchange in line with the FACTA Agreement. 

The discussions on compliance of the FATCA regime with the EU data protection laws  is ongoing 
in the European Union for several years 5 , and the automatic exchange of tax information has 
been subject to guidelines of the ARTICLE 29 Data Protection Working Party („Working Party“).
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Data protection laws apply to processing of personal data for tax purposes

Before analysing the transfer regime, it should be confirmed that the GDPR i.e. DPL 6 is, undoubt-
edly, applicable to the processing of personal data by the tax authorities for the purpose of con-
ducting activities falling within their competence 7. 

This can be concluded from the formulation of the Article 2 of the GDPR i.e. the Article 3 of the 
DPL, which set out the scope of these legal acts, as well as from the Article 4, para 1, points 8) and 
25) of the DPL. 

Such conclusion is confirmed by the Convention, which in its preamble states as follows: „Con-
vinced therefore that States should carry out measures or supply information, having regard to 
the necessity of protecting the confidentiality of information, and taking account of international 
instruments for the protection of privacy and flows of personal data“. 

Moreover in the Article 22, para 1: „Any information obtained by a Party under this Convention 
shall be treated as secret and protected in the same manner as information obtained under the 
domestic law of that Party and, to the extent needed to ensure the necessary level of protection 
of personal data, in accordance with the safeguards which may be specified by the supplying Party 
as required under its domestic law.“
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Finally, the DAC 8 in the Article 25 prescribes that „all exchange of information pursuant to this 
Directive shall be subject to the provisions implementing Directive 95/46/EC. 9“ There is also a pro-
posal 10 of the Directive which would amend the DAC. This proposal envisages partial amendment 
of the Article 25, whereby the new paragraphs 2 and 3 and added paragraph 5 shall refer to the 
GDPR. The preamble of the proposal states that „the European Data Protection Supervisor was 
consulted in accordance with Article 42 8 of Regulation (EU) 2018/1725 of the European Parlia-
ment and of the Council“ and that „any processing of personal data carried out within the frame-
work of this Directive must comply with Regulations (EU) 2016/679 and (EU) 2018/1725.“

Transfer regimes

Taking into account that the GDPR (DPL) is applicable to the data processed by tax authorities, 
the next question is which transfer regime is applicable to transfer of such data as a part of the 
administrative assistance in tax matters.

From the wording of the Article 22, para 1 of the Convention it can be concluded that the trans-
fer regime is the one set out by the laws of the country which transfers the personal data. As the 
main purpose of the Convention and the FATCA Agreement is collection of taxes and exchange of 
information for the purpose of collection of taxes, it can be concluded that the „general transfer 
regime“ set out by the Article 63, para 1 and the Articles 64, 65 and 69 of the DPL is applicable to 
transfer of personal data from the Republic of Serbia. In other words, processing by the tax au-
thorities is not processing by competent bodies „for the purpose of prevention, investigation and 
detection of criminal acts, prosecuting the perpetrators or enforcing the criminal sanctions, in-
cluding prevention and protection from public and national security threats“ („competent bodies” 
as a separate term defined by the DPL compared to „public authority“), so the articles of the DPL 
which regulate processing by the „competent bodies“ are not applicable.

Adequate level of protection

Regarding the „general transfer regime“, when there is a decision of a competent body that cer-
tain country ensures the adequate level of protection 11, personal data can be transferred taking 
into account existence of such decision (the Article 45 of the GDPR which matches the Article 64 
of the DPL). In case of the EU the competent body is the European Commission and in case of the 
Republic of Serbia, the Government of the Republic of Serbia.

The Government of the Republic of Serbia has rendered the decision on list of countries ensur-
ing the adequate level of protection.   There are 54 countries on the list – signatory parties to the 
Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data 
of the Council of Europe 12 , and 9 countries, parts of their territories or one or more sectors of 
certain business activities and international organizations which are declared by the European 
Union as entities ensuring the adequate level of protection. United States (in relation to Privacy 
Shield Framework) are on the list of 9 entities declared by the EU as those which ensure adequate 
level of protection.

This Decision has been adopted before the Schrems II judgement was rendered, so the question 
arises whether the Government of the Republic of Serbia should, taking into account the Schrems 
II judgement which invalidates the EU decision on determining that the United States ensure ade-
quate level of protection, reconsider its decision in relation to the United States 13.
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Pursuant to the Constitution of the Republic of Serbia, EU legal acts or the ECJ practice do not 
represent the source of law. However, the Article 64, para 2 of the DPL regulates that it is by the 
law considered that the adequate level of protection is ensured in the countries and international 
organizations which are signatories to the Convention for the Protection of Individuals with regard 
to Automatic Processing of Personal Data of the Council of Europe and in the countries, parts of 
their territories or one or more sectors of certain business activities and international organiza-
tions which are declared by the European Union as entities with the adequate level of protection. 
In that manner the Republic of Serbia has linked the adequate level of protection to the legislative 
of the European Union i.e. to the decision of the European Commission on determining the coun-
tries which ensure adequate level of protection, so the Republic of Serbia is obliged to change its 
decision whenever there is a change in the European Union.

In that regards the Commissioner for Information of Public Importance and Personal Data Pro-
tection of the Republic of Serbia („Serbian Supervisory Authority“) has already sent the letter to 
the Government of the Republic of Serbia proposing to remove the United States from the list of 
countries ensuring adequate level of protection 14 . 

Such action of the Serbian Supervisory Authority is also fully in line with the foreign policy priori-
ties of the Republic of Serbia to access the European Union and to adopt the acquis communau-
taire. In that regards the National Assembly of the Republic of Serbia has, in the Article 151, para 
4 of its rules of procedure 15,  envisaged that a law proposal must be accompanied with (1) the 
declaration of the proposer that the proposal is harmonized with the EU laws or that the harmo-
nization is not required or that it is not possible to harmonize the law with the EU Law, and with 
(2) the table of harmonization of the law proposal with the EU laws, whereby the Government of 
the Republic of Serbia has prescribed in its rules of procedure 16 that the draft of law or regulation 
or decision must be accompanied with the declaration of the proposer on the harmonization with 
the EU laws and the table of harmonization of respective act with the EU law, using the forms set 
out by the Government by a separate legal act.

Applicability of important public interest reasons?

On the other hand, the question is whether the exchange of tax information can be effectuated 
pursuant to the Article 49, para 1, point d of the GDPR i.e. the Article 69, para 1, point 4 of the DPL. 
This article of the DPL provides for the possibility to effectuate the transfer if that is necessary for 
effectuating important public interest envisaged by a law, under the condition that the transfer of 
certain personal data is not limited by the DPL. This is the exception from the applicability of the 
„general transfer regime“ to the countries which do not ensure adequate level of protection, in 
which case the controllers are not required to ensure the adequate level of protection.

Without the intention to provide extensive reasoning that the exchange of tax information can be 
considered as important public interest of any country, as the exchange of information contrib-
utes to more efficient collection of taxes, it appears that this legal ground cannot be applied to 
automatic exchange of information, but only to the exchange of information on request pursuant 
to the Article 5 of the Convention or spontaneous exchange of information pursuant to the Article 
7 of the Convention.

7



Namely, the European Data Protection Board in its Guidelines 2/2018 on derogations of Article 
49 under Regulation 2016/679 emphasizes, inter alia, the following: „Yet, this does not mean 
that data transfers on the basis of the important public interest derogation under Article 49 
(1) (d) can take place on a large scale and in a systematic manner. Rather, the general princi-
ple needs to be respected according to which the derogations as set out in Article 49 shall not 
become “the rule” in practice but need to be restricted to specific situations and each data 
exporter needs to ensure that the transfer meets the strict necessity test. Where transfers are 
made in the usual course of business or practice, the EDPB strongly encourages all data ex-
porters (in particular public bodies) to frame these by putting in place appropriate safeguards 
in accordance with Article 46 rather than relying on the derogation as per Article 49(1) (d)“ 17. 

Appropriate safeguards

Therefore, the automatic exchange of information with the United States under the FATCA 
Agreement, as well as any other potential automatic exchange of information with countries 
that are not on the list of countries ensuring adequate level of protection that would be per-
formed in line with the Article 6 of the Convention, must be performed in line with the Article 
46 of the GDPR i.e. the Article 65 of the DPL.

In relation to the above stated, the European Data Protection Board has, in its Statement 
01/2019 on the US Foreign Account Tax Compliance Act (FATCA) 18 , stated that its „legal prede-
cessor“ - Working Party has issued the Guidelines for Member States on the criteria to ensure 
compliance with data protection requirements in the context of the automatic exchange of 
personal data for tax purposes WP 234 19 and that the European Data Protection Board shall 
review the existing data protection safeguards under the legislation authorising the transfer of 
personal data to the US IRS for the purposes of the US Foreign Account Tax Compliance Act. It 
also emphasizes that the European Data Protection Board has initiated work on the prepara-
tion of guidelines which will provide information on the minimum guarantees to be included in 
legally binding and enforceable instruments concluded between public authorities and bodies 
(46 (2) (a)) as well as for provisions to be inserted into administrative arrangements between 
public authorities or bodies which include enforceable and effective data subject rights (46 (3) 
(b)) of the GDPR and that these guidelines will be a useful tool also for the evaluation of inter-
governmental agreements signed between Member States and the US government on FATCA 
to ensure their compliance with the GDPR.

As such guidelines have not yet been issued by the European Data Protection Board, we shall 
analyse the Working Party Guidelines WP 234. WP 234 Guidelines state, if the data is trans-
ferred to a country which does not provide adequate level of protection, the Member State 
shall ensure that the receiving country provides adequate protection to personal data, as well 
as that in consideration of the comprehensive and systematic nature of the data transfer con-
cerned, the exceptions provided for in the Article 26 (1,d) of the Directive 95/46/CE (49 (1, d) 
GDPR) cannot be applied. Therefore, these Guidelines also indicate that the „general transfer 
regime“ is applicable to the transfer of data to countries which do not ensure adequate level 
of protection and that the parties are obliged to implement the measures for the purpose of 
protecting the rights of persons whose data is transferred, in line with the laws of the country 
from which the data is transferred.
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WP 234 Guidelines recommend the measures to be introduced in the agreement between the 
governmental bodies, whereby these recommendations do not represent an exhaustive list of 
the safeguards and the assessment of which safeguards should be included shall be made on a 
case-by-case basis, after assessing the context of the data exchange, the data protection rules 
already in place in the receiving country and the risks potentially involved in the exchange. Those 
measures are: 
1.	 a third party beneficiary clause (to enable the data subject to enforce any breach of the data 

controller and recipient’s obligations); 
2.	 clarification of the controller and recipient’s obligations (e.g. requirement to respond to enqui-

ries, provide a copy of the clauses to the data subject, submission to reviewing, auditing, etc.); 
3.	 a liability clause; 
4.	 clarification of governing law; 
5.	 power of the competent data protection authority to block or suspend the exchanges; 
6.	 direct verification by authorities (e.g. joint inspections, audits by independent bodies, etc.) or 

by the controller (e.g. audits); 
7.	  the obligation to designate an independent data protection officer; independent investigation 

of complaints (designation of contact points for enquiries); 
8.	  dissuasive sanctions, appropriate redress and compliance with Court decisions; 
9.	  an accountability clause (obligation to provide evidence of compliance to the competent data 

protection authority, either upon request or at regular intervals); 
10.	 transparency of the safeguards (e.g. publication of the instruments on the internet); xi) termi-

nation of the agreement, arrangement, etc. in case of breach. 

WP 234 Guidelines also recommend that competent tax authorities negotiating tax cooperation 
agreements with other countries consult the national supervisory authorities in order to ensure a 
coherent application of the data protection safeguards.

Regardless the fact that the guidelines of the European Data Protection Board are not binding 
for the Republic of Serbia, we emphasise the Serbian Supervisory Authority has already directed 
interested parties to the guidelines of this body e.g. in respect to information published on its 
website in relation to the data protection officer 20. 

The Article 46 of the GDPR sets out the following. In the absence of a decision pursuant to Article 
45(3), a controller or processor may transfer personal data to a third country or an internation-
al organisation only if the controller or processor has provided appropriate safeguards, and on 
condition that enforceable data subject rights and effective legal remedies for data subjects are 
available. The appropriate safeguards referred to in paragraph 1 may be provided for, without 
requiring any specific authorisation from a supervisory authority, by a legally binding and enforce-
able instrument between public authorities or bodies. The same is set out in the Article 65, para 1 
and para 2 point 1 of the DPL.

The Article 6 of the Convention precisely envisages that the parties shall determine the procedures 
for automatic exchange of information by mutual agreement. Mutual agreement is envisaged also 
by the Article 3, para 6, point a) of the FACTA Agreement.
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Conclusion

To sum up, reading congruently the Article 46 of the GDPR i.e. the Article 65 of the DPL, the 
Article 6 of the Convention, the Article 3 para 6 of the FATCA Agreement and guidelines of the 
EU regulatory bodies, it is clear that the legally binding document regulating the procedures for 
automatic exchange of information must also define and implement appropriate safeguards in 
respect to protection of personal data. 

As reconfirmed by the Schrems II judgement, appropriate safeguards should be determined 
on a case-by-case basis and the parties to an agreement have the obligation to verify „that 
the level of protection set out by the laws of the country from which the data is transferred 
is respected in the country to which the data is transferred”. The level of protection should 
specifically provide for adequate protection of rights of citizens corresponding to the level of 
protection prescribed by the EU legal acts. It is additionally required that the recipient of the 
data informs the exporter on any impossibility to adhere to the agreed safeguards. If the level 
of protection in a recipient country is not substantially equivalent to the laws of the exporter 
country, the body which transfers the data is obliged to stop the transfer or to terminate the 
agreement.

In other words, the agreement that competent bodies of the Republic of Serbia and the Unit-
ed States designated by the FATCA Agreement should execute for the purpose of establishing 
the procedures for automatic exchange of information is the legal act which should determine 
the appropriate safeguards, taking into account the principles emphasized in the Schrems II 
judgement. 

The same will be valid also for any other future agreement that the Republic of Serbia or their 
governmental bodies execute with the countries which do not ensure adequate level of protec-
tion and that regulates automatic exchange of tax information.
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