Landesbeauftragter fur
Datenschutz und

Informationsfreiheit
Baden-Wurttemberg

Employee Data Protection under the
GDPR

Dr. Stefan Brink
Data Protection Commissioner

of the Federal State of
Baden-Wirttemberg/Germany



Landesbeauftragter fir
| Datenschutzund
Baden;WL'nrtte‘mberg S

1. Employee Data protection —a short
introduction

Agenda

2. Employee Data protection — definitions,
Important provisions

3. Employee Data protection — Background
Checks

4. Keynotes



p- | Landesbeauftragter flir
f% Datenschutz und
L\ Informationsfreiheit

Baden-Wirttemberg

1. Employee Data protection —a short
introduction

Agenda

2. Employee Data protection — definitions,
Important provisions

3. Employee Data protection — Background
Checks

4. Keynotes



Landesbeauftragter fir
Datenschutz und
Informationsfreiheit
Baden-Wirttemberg

1. Introduction




Landesbea fgf
Dateshu d.
9

B!

1. Introduction

General
Data

* Protection
* Regulation




Landesbeauftragter flir
Datenschutz und
Informationsfreiheit
Baden-Wirttemberg

®

1. Employee Data protection —a short
introduction

Agenda

2. Employee Data protection — definitions,
Important provisions

3. Employee Data protection — Background
Checks

4. Keynotes



Landesbeauftragter flir
Datenschutz und
Informationsfreiheit
Baden-Wirttemberg

2. Definitions and regulations

®

Art. 6 (1): Processing shall be lawful only if and to
the extent that at least one of the following applies:
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f)
legitimate
interest

e) public c) legal
interest obligation

d) vital
interests
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— Processing in the context of employment:
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Art. 88 (1) GDPR:

Member States may, by law or by collective agreements,
provide for more specific rules to ensure the protection
of the rights and freedoms in respect of the processing
of employees’ personal data in the employment context
[...].

Art. 88 (2) GDPR:

Those rules shall include suitable and specific measures
to safeguard the data subject’s human dignity,
legitimate interests and fundamental rights [...].
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2. Definitions and regulations

Federal Data Protection Act

(BDSG)
Federal Data Protection Act of 30 June 2017 (Federal Law Gazette | p. 2097)

Part |
Common provisions

Chapter 1
Scope and definitions

Section 1
Scope of the Act
(1) This Act shall apply to the processing of personal data by

1. public bodies of the Federation,

2. public bodies of the Lander, where data protection is not governed by Land law
and where they

a) carry out federal law or

b) actin the capacity of judicial bodies in matters other than administrative
matters.

For private bodies, this Act shall apply to the processing of personal data wholly or partly by
automated means and to the processing other than by automated means of personal data
which form part of a filing system or are intended to form part of a filing system unless such
processing is conducted by natural persons in the course of a purely personal or domestic

activﬂ.
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2. Definitions and regulations
Sec. 26 para. 8 BDSG:

For the purposes of this Act, employees are

1. dependently employed workers,
including temporary workers contracted to the borrowing employer;

2. persons employed for occupational training purposes;

3. participants in benefits to take part in working life, in assessments of
occupational aptitude or work trials (persons undergoing rehabilitation);

4. persons employed in accredited workshops for persons with disabilities;

5. volunteers working pursuant to the Youth Volunteer Service Act or the
Federal Volunteer Service Act;

6. persons who should be regarded as equivalent to dependently employed
workers because of their economic dependence; these include persons
working at home and their equivalents;

7. federal civil servants, federal judges, military personnel and persons in the
alternative civilian service.

Applicants for employment and persons whose employment has been
terminated shall be regarded as employees.
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Sec. 26 para. 7 BDSG:

Subsections 1 to 6 shall also apply when
personal data, including special categories of
personal data, of employees are processed
without forming or being intended to form part
of a filing system.
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Consent as legal basis:
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3. Background Checks
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 GDPR does not forbid Background Checks

* But: all GDPR standard rules are applicable, especially
Art. 14 GDPR (information) and Art. 15 (right of access)

* Legal basis:
e Consent (-)

* Legitimate interest?
— No ultimate rule, but case by case decision
— Very limited scope
— Public safety is not sufficient

20
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3. Background Checks

* Practical tips:
* Avoid background checks whenever possible
* Use only information given by the applicant

 Platforms like LinkedIn can be checked because the
applicant uses it for self presentation, but even then:
Art. 14 GDPR is applicable!

* Questions/checks only allowed on content that is
covered by the questionnaire of the employer (not
allowed: pregnancy, sexual preferences, ...)
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1. There are six legal bases permitting the
processing of personal data.

23



®

Landesbeauftragter flir
Datenschutz und
Informationsfreiheit
Baden-Wirttemberg

4. Keynotes

2. Employers cannot rely on the consent as a
legal bases because it needs to be voluntary

given and can be withdrawn at any time.

ERORR
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3. Art. 88 GDPR opens Member States to provide
for more specific rules on Employee Data
Protection.
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4. But even then, those rules must regard the
regulations of the GDPR.

A
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5. Background Checks may be possible whenever
the employer can demonstrate a legitimate
Interest.

=
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5. Background Checks can never be hidden.

Employers have to inform about all information
found during that process (Art. 14 + 15 GDPR).

s
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Further Information on our Website

www.baden-

wuerttemberg.datenschutz.de
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Datenschutzbeauftragte starken Unternehmen

Startsefte Uber uns

KONTAKT

Haus- und Paketanschrift Konigstratie 10a 70173
Stuttgart

Postanschrfi
Pastfach 10 20 32 70025 Stuttgarnt

Tedefon

07117615541 -0

MOMIESs i fretags in der Zest von 9 bis 12 Uhr und
MOMIES DIz CONNErstags usdtaich In der Zotvon 140
15:30 Uhr,

Mail
poststelledifdi.bwi.de

OE-Mail

postsrelleifdi bwl de-mail de

ACHTUNG: Nur fur Versand von Nachrichten Ger das
DE-Mail-System, richt fir normale £-Maifs!

Pressestelle
Telefon: 0711761 5541 714
E-Mait: pressestelleglidi bwide

Ritte idscken Sie hier fir weitere Kontaktmoglichkelten.

Hinweis 7um E-Maihversand

Grundsatzich empfehien wir vor dem Senden von [-Mai-
Nachrichten die angehangten Dokurmente in die newen
Foemate (2.8 dooe / xsx / pptx) oder in pot”
wrduwandein,

Newoletter
Unseren Newsletter konnen Sie hier abonnieren.
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